This research note highlights the comparative findings of a recent repeat survey of surveillance and privacy. It also draws attention to the usefulness of public opinion surveys for scanning popular responses to surveillance in different contexts and between different countries. The findings from a survey administered in Canada and the USA in 2006, then repeated in a 2012 poll, indicate some continuities and some relevant changes in mood over time. Knowledge of the internet and of software such as GPS is relatively high in both countries and this is accented among younger groups, especially males. Similarly, while a higher proportion than previously think they have a say over what happens to their personal data, the younger, the more so. In both countries, more people than before believe that camera surveillance is effective. Curiously, knowledge of laws regulating personal data flows has declined while a greater proportion now consider security-surveillance intrusive. And although responses to workplace surveillance are basically similar, the idea that employers may share data with others is censured. At national borders there is less support for giving extra security checks to visible minorities. People take more steps to protect their personal data in each country, although they worry much more about what corporations, as compared with governments, might do with them. Fluctuations by age and gender occur here too.
Introduction
It is one thing to note the proliferation of new surveillance technologies and techniques and to track their use and consequences around the world. It is another, and even more complicated thing, to try to understand how and why ordinary people respond to or engage with such surveillance. Yet the ways in which new surveillance affects everyday life simply cannot be gauged without grappling with the interactions between surveillors and surveilled. Students of surveillance use a number of means to investigate such interactions, from fine-tuned ethnographic analysis or personal interviews with selected respondents to statistical analysis of, say, camera use to imaginative engagement with literature or film. 1 Each has its pros and cons.
A further mode of analysis is offered by large-scale public opinion surveys, which is the topic of the present research note. The advantage of the large-scale survey is that, if appropriately framed, researchers can obtain at least a snapshot of views at a given moment, that indicate differences and similarities between population groups on the one hand, and different settings for and types of surveillance, on the other. The picture may be fuzzy, but surveys do yield a sense of shapes and shadows. Of course, many However, public opinion surveys become more useful when a time-element can be introduced, allowing one to follow changes over a period of several years. This both shows the ways in which attitudes alter with context, socio-technical change or familiarity, and offers the chance to track trends, at least in a general fashion. The present study is made possible by adding new survey results obtained in 2012 to already-existing data on Canada and the USA from 2006. While some continuities are apparent, there are also some noticeable discontinuities that call out for explanation. The point of the research note, however, is simply to draw attention to these survey results and to invite their further analysis.
In 2006, working with The Surveillance Project at Queen's University, 2 Elia Zureik led a nine-country international survey on attitudes about surveillance and privacy and experiences with the global flow of personal data.
3 The cross-national survey was conducted using primarily telephone and some face-to-face and on-line interviews with 9,606 respondents in Canada, the USA, Brazil, Mexico, China, Japan, France, Hungary and Spain. This research was part of the wider multi-disciplinary and collaborative project called 'The Globalization of Personal Data', which was concerned with the surveillance of ordinary people and how they are affected by information flows in government, corporations, by employers and everyday technologies.
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The survey included 50 questions on participants' attitudes about consumer surveillance, racial profiling at airports, terrorism and security, national ID cards, CCTV, media coverage of surveillance issues, workplace privacy, knowledge of privacy regulations, knowledge of various technologies, actions taken to protect information, control over personal data and public trust in government and private companies. The quantitative surveys were preceded by qualitative focus group interviews and background reports in the nine countries. The analyses in the present research note only scratch the surface of the volume of data available, which remain publicly available for further analysis.
5
In 2012, a follow-up survey contained 10 of the original survey questions from 2006, as well as 14 additional questions about new technologies with a focus on social media in particular as a new development since the original survey. 6 The surveys were carried out using national online panels in Canada, the US and the UK. In contrast, in 2006, interviews in Canada and the US were administered over the telephone using Computer Assisted Telephone Interview (CATI) technology and took approximately 20-25 minutes to complete. Thus, the sampling techniques for the 2006 and 2012 surveys differ greatly 2 Now called the Surveillance Studies Centre, see http://www.sscqueens.org/ 3 For more information on the Globalization of Personal Data (GPD) international survey, and summary findings, see:
http://www.sscqueens.org/research/intl_survey. The project was funded by the Social Sciences and Humanities Research Council of Canada and the survey was fielded primarily by Ipsos-Reid in seven countries, and Millenriver Marketing Research in China and Macromil Inc. in Japan. Fuller discussion of findings is in Zureik et al. (2010) . 4 More on this project can be found here: http://www.sscqueens.org/projects/gpd 5 The 2006 GPD survey findings were archived by Jeffrey Moon and Alexandra Cooper at the Maps, Data and Government Information Centre, Queen's University, Stauffer Library in the odesi system. Researchers interested in obtaining access to all of the survey materials and findings should contact Jeffrey Moon at moonj@queeensu.ca 6 The survey was carried out by Angus Reid public opinion, a Vision Critical practice, under the direction of Andrew Grenville and in consultation with the Surveillance Studies Centre. The additional questions and findings will be analyzed in a separate article. Angus Reid recruited these panels using proactive invitations with a double opt-in screening process. Targeted banner-ad placements were used on a variety of partner non-governmental and charitable organization websites, and national sociodemographic balance was achieved. With the proliferation of cell phone-only households in recent years, combined with an 8 per cent lower response rate over the phone, panels were the preferred and more reliable method of conducting the 2012 surveys. See '20 elections since 2007: Angus Reid's record in the U.S. and Canada', by Angus Reid, Vision Critical, which demonstrates that their on-line polling methods either match or outperform telephone polls in 19 of the 20 elections that have been covered. and their comparative value is debatable. Despite this, the following is a summary of comparative findings from 2006 7 and 2012 8 on the ten overlapping questions in Canada and the US. 9 It is difficult to determine whether changes in responses are due to disparity in sampling methods, variation in question order, or changes in general attitudes in the past six years. Interesting comparisons can be made nonetheless.
Summary of Comparative Findings
Knowledge about the internet and GPS remains high in both countries, with an increase of about 10 per cent in reported knowledge about the internet (from 82 to 91 per cent in Canada and 80 to 93 per cent in the US) and GPS (from 55 to 64 per cent in Canada and 60 to 70 per cent in the US) from 2006 to 2012. In contrast, there is a decrease in the much lower reported knowledge about RFID, CCTV, biometrics and data mining since 2006 (see Figure 1) . The 2006 and 2012 findings show a dwindling in reported knowledge of these technologies in the older age groups, with the exception of CCTV which was slightly higher in the 55+ category in 2012. Significantly more men than women report they are knowledgeable about all of these technologies (i. 1,000 respondents and took place from June 27-July 28. Respondents were screened to ensure nationally representative samples based on gender, age and regional distribution. 8 In June 2012, with 1,000 respondents in Canada and the US, screened to be representative of the general population.
9 These two countries were chosen as they were the only two countries that were both surveyed in the 2006 and 2012 polls. The UK was also polled in 2012, however, this will not be included here, as this was not a country that was surveyed in the original GPD polls and there is no comparative data. 10 Vision Critical (VC) question 1. Similarly, in both countries there was also a drop of about 10 per cent in the number of respondents reporting they were very or somewhat knowledgeable about laws dealing with the protection of personal information in private companies, from 41 to 31 per cent in Canada and from 52 to 43 per cent in the US (See Figure 4) . There was little difference based on age and gender in both years. In 2006 slightly more older people than younger people claimed to be knowledgeable about laws protecting information in government departments, while in 2012 slightly more older people than younger people claimed to be knowledgeable about laws protecting information in private companies. Men reported being more knowledgeable than women about laws protecting personal information in government and private companies by 10 per cent in 2012. 12 However, they found that the level of knowledge has increased since 2006. At the same time, two-thirds (67 per cent) of Canadians were not aware of any federal institutions that help them with privacy and the protection of personal information from inappropriate collection, use and disclosure (Ibid.). Despite this, Canadians felt that they were doing well at protecting their own personal information, with more than half saying they were doing a good job (56 per cent). This has also increased since 2006.
There is an increase in the number of Canadians and Americans who believe the government laws aimed at protecting national security are intrusive upon personal privacy, with a greater increase in Canada from 48 to 60 per cent and a slight increase in the US from 57 to 63 per cent, raising it to the majority of respondents in both countries (see Figure 5 ). There is little difference based on age or gender in both years, but about 10 per cent more men than women felt that laws are highly or somewhat intrusive in 2012. In contrast, the OPC found that Canadians have become more confident that the federal government is taking its responsibility to protect citizen personal information more seriously over time. In 2006, 20 percent said that the government was not taking its responsibility seriously and 14 percent saying that the government was taking its responsibility seriously, compared with 2011 where 22 percent say the government is taking its responsibility seriously, rather than not seriously at 11 per cent (OPC 2011). taking seriously their responsibility to protect consumer personal information, with 14 per cent saying that businesses take their responsibililty seriously, 13 per cent disagreeing and 68 per cent believing businesses were taking this task somewhat seriously (ibid.). Thirty per cent of Canadians were also concerned about the personal information they provide at borders or airports being used by other Canadian government agencies, 50 per cent showed some level of concern and 20 per cent were not concerned. However, concern with the sharing of information between the Canadian government and foreign authorities was higher: almost half (47 per cent) showed concern about this, with another 38 per cent being somewhat concerned and only 14 per cent saying they were not concerned (OPC 2011).
In the GPD survey results, there is a marked and surprising increase in the belief in effectiveness for instore (from 66 to 80 per cent very or somewhat effective) and community CCTV (from 79 to 87 per cent) in Canada, while the US remained the same (71 per cent for community CCTV, and 80 and 81 per cent for instore CCTV). In both countries the majority of respondents believe both are effective (see Figure 6 ). Similar low proportions of respondents accept employers monitoring employees electronically with surveillance cameras in 2006 and 2012, with the highest response category being only if the employee gives informed consent, at 37 and 43 per cent in Canada and 29 and 26 per cent in the US, respectively (see Figure 7a ). The most notable increase was with US respondents choosing yes, but only for the purpose of evaluating an employee's performance (from 17 to 26 per cent).
Community CCTVs Very/ Somewhat effecAve
In--Store CCTVs Very/ Somewhat effecAve With respect to responses to employers reading e-mails their employees send or receive, acceptance of this was also low with fewer respondents in the US feeling it is the right of the employer to monitor emails (from 27 to 18 per cent) and more strongly against employers reading emails (from 22 to 35 per cent) in 2012 (see Figure 7b ). There were no noticeable differences based on age for responses to these questions in both years, and only slightly more men than women agreeing that it is the employer's right under any circumstances, only for the purpose of evaluating employee performance or if the employee gives consent to be monitored with surveillance cameras or to read their emails. There was an increase in the proportion of respondents claiming that employers should under no circumstances share information about employees with government, a rise of 18 per cent in Canada (from 18 to 36 per cent) and 15 per cent in the US (from 21 to 36 per cent). In the same way, there was a drop in support for an employer's sharing information about employees if they were suspected of wrondoing, a 14 per cent decrease in Canada and an 18 per cent decrease in the US (see Figure 8a) . There are few significant findings based on age or gender in both years; however in 2012 the older categories (35-55 and 55+) were more likely to say no to employers sharing information with government under any circumstances at 38 per cent, compared with the youngest age category (18-34) at 26 per cent. Another domain of surveillance covered in the survey concerns travel. Responses are comparable for both years, with a slight increase in those feeling it is not really acceptable for airport officials to give extra security checks to visible minorities, and a slight decrease in the proportion claiming it is not acceptable at all in both countries (see Figure 9 ). In the 2012 findings older people were more likely to say it is very acceptable to give extra security checks to visible minorities (25 per cent), double that in the 18-34 age category. Men were also more likely than women to say it is very acceptable (23 per cent versus 15 per cent). Further work is needed to say why these generational and gender differences appear with respect to racial profiling but it should be noted that in this case only travel through airports is in view. Thus, given the post-9/11 association of airports and terrorist threats it is likely these, rather than profiling for other criminal behaviour, say, when travelling through urban areas, that give rise to the findings. Anti-terrorism profiling is often seen as more acceptable than for crime prevention (Johnson et al. 2011 ). Individuals are increasingly encouraged to take precautions with their personal information. There are many similarities in responses about the steps taken, comparing 2006 to 2012 findings, with respondents remaining reticent about sharing information with companies and less so with government. Responses remained nearly the same with about three quarters refusing to give information to a business because they thought it was not needed (Canada 77 per cent to 79 per cent, but this declined in the US 77 per cent to 65 per cent) compared with only about one-third refusing to give information to a government agency because they thought it was not needed (Canada 33 per cent to 31 per cent, US 34 per cent to 32 per cent). Asking a company to remove them from any lists they used for marketing purposes also remained high (Canada 71 per cent to 76 per cent, US 77 per cent to 75 per cent), while asking a company not to sell their name and address to another company declined (a slight drop in Canada 66 per cent to 62 per cent, and a greater drop in the US 73 per cent to 59 per cent).
There was a small decline in respondents asking businesses they were thinking of dealing with about policies on the collection of consumer information (from 28 to 24 per cent in Canada and 37 to 28 per cent in the US), as well as asking companies to see what personal information besides billing information they had about them in their consumer records (18 to 14 per cent in Canada, and 24 to 20 per cent in the US).
The most notable increase occurred with respondents purposefully giving incorrect information about themselves to marketers (from 20 to 43 per cent in Canada and from 22 to 35 per cent in the US), suggesting a greater awareness of the need to protect this type of information which is demanded at every consumer transaction. In addition to this, there was an increase in respondents reporting they had read the on-line privacy policies at websites when making a purchase from a private company (49 to 60 per cent in Canada and 56 to 60 per cent in the US). In terms of sharing information with government, small increases were also shown in those reading on-line privacy policies at government websites when sending them information electronically (40 to 46 per cent in Canada and 38 to 44 per cent in the US) whereas purposely giving incorrect information about themselves to a government agency remained very low (5 per cent in both years for Canada and 9 and 8 per cent in the US). In 2012 the older the age category the more likely respondents were to refuse to give information to a business because they thought it was not needed, asking a company to be removed from any lists they use for marketing, and asking a company not to sell one's name and address to another company, by about a 10 percent increase in each instance. However, younger people were more likely to purposely give incorrect information to a marketer (46 per cent of 18-34 year olds, 39 per cent of 35-54 year olds and 30 per cent of those 55+) or when using a website (55 per cent of 18-34 year olds, 43 per cent of 35-54 year olds and 27 per cent of those 55+). Differences in terms of gender were minimal, with the most prominent one being more men (31 per cent) than women (24 per cent) refusing to give information to a government agency because they thought it was not needed, and more men (44 per cent) than women (38 per cent) purposely giving incorrect information when using a website.
In contrast, the OPC found that only 20 per cent had taken actions to protect their personal information, such as contacting an organization, visiting a web site or reviewing a publication, while 80 percent had never done this; the result is consistent since 2009 (OPC 2011). Canadians voiced concerns with managing their on-line privacy, but only 20 per cent said they always (7 per cent), often (14 per cent) or sometimes (28 per cent) read the privacy policies for internet sites they visit. Those who read these policies found them to be vague (35 per cent) or very vague (18 per cent).
Importantly, the OPC found that 65 per cent agreed that protecting the personal information of Canadians will be one of the most important issues facing the country in the next ten years, and 60 per cent felt they had less protection of their personal information in their daily lives than they did 10 years ago (OPC 2011).
Towards a Conclusion
The finding of these two linked surveys indicates that changes over time are significant in some respects and, apparently, not in others. As noted above, various reasons may be suggested for the variations over time, not to mention between the two countries. Overall, the similarities in surveillance experiences between Canada and the USA appear to be greater than the differences, which also hints at the possibility of some emerging common trends. Variations in age and gender are significant but not decisively so, although it is possible that these differences could become greater, for instance as the proportion of socalled digital natives increases in each country.
The generational differences may thus be a key area to watch in order to understand trends in experiencing surveillance and negotiating visibility. Yet while a divide might be apparent on some indices it is also important to note that differences may also be discerned within the broad categories. Younger teens, for example, use social media differently from older ones, including college age students (Livingstone 2008) . And young people from higher socio-economic backgrounds are likely to use the internet in more informed and more varied ways than those with less privileged homes (Hargittai 2010) . Gender differences in use of technology as well as experiencing surveillance, combined with age, are also an area needing further exploration.
1415 This is a volatile area but at present several generational and gender differences seem significant.
In general, the findings of these surveys are not reassuring for those concerned with the proper protection of personal data, whether by the 'data subjects' themselves, or by public and private agencies that collect 14 As Ball et al. point out in their editorial 'Surveillance Studies Needs Gender and Sexuality', "the critique of surveillance through these lenses is still in its infancy" (Ball et al. 2009 ). and process them. People claim they are more knowledgeable about the technologies and that they have a say over their data-travels but fewer actually know about laws governing personal data and, for those who use them, their preferred modes of self-protection vary considerably. They are also far more confident about the effectiveness of camera surveillance than are researchers on the topic, and in Canada strikingly so. Although it is a matter of ongoing debate, much serious research agrees that surveillance cameras in public places are ineffective at fulfilling either the claims made for them by their promoters or the confidence placed in them by the public (See Doyle et al. 2011; Surveillance & Society 6[1] 2009).
Two areas are particularly worthy of further investigation, perhaps using these data alongside others. One is the reasons for variation in opinion between surveillance domains. Why, for example, is personal data in the workplace seen differently from those at national security checkpoints such as airports and land crossings? One certainly could not reliably predict attitudes in one domain from those in another. And what lies behind the variations of views of what information one might withhold from government compared with what would not be divulged to a corporation? This, too, is a complex question, but at a time when, increasingly, personal data are sought and exchanged across a range of organizations, both public and private, both policy and public opinion could benefit from better understanding. Clearly, contexts are crucial, as Helen Nissenbaum (2009) and others have argued, but how can these data on changing attitudes be considered contextually?
The other area calling for further consideration is the question of trust, its perceived basis, and how it is developed and maintained. Corporate handling of personal data is growing faster than that of government departments, 16 the respondents to these surveys reflect a greater concern and suspicion for information in corporate hands than in government departments. These two domains, the public and the private, are increasingly inter-linked and, despite technical and legal limits, personal data flow more freely between the two, leading to even greater complexity in these trust relationships. For instance, in both Canada and the US legislation is sought to permit police and intelligence agencies to obtain personal information from telephone companies and Internet Service Providers (Parsons 2011 ; see also Ball and Snider forthcoming). Lack of transparency about information collection and sharing points to a great need for promoting public awareness about what is happening with personal information. Most importantly, subjectivity and how individuals experience surveillance in all aspects of their lives needs to be sought through various methods in order to uncover the more complex picture of how individuals accept, negotiate, comply with, reject, ignore, are unaware of, engage with or simply participate in the surveillance that permeates their lives.
As this research limits itself to reporting some findings of interest to others working in the field of surveillance and privacy it does not consider explanations to the extent that would be necessary to form strong conclusions. It is hoped, however, that these and other data will be used by others for further analysis as one way of getting to grips with the rapidly changing world of personal information and surveillance in a digital era.
